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1. Specification Review

1.1  Stage 1000 Planning
€ Activity 1006. Define Business Use Case
+ 5. Use Case Diagram
Set Summer Time XA 2t
1.2 Stage 2030 Analysis
€ Activity 2031. Define Essential Use Cases
¢+ 22. Show Alarm
= Show realtime & Change TypeLZE A=
¢+ 23.Set Alarm Time
2 Bell sectiong E22| sectionZz =73 2z,
¢+ 31. Show Sun
> SunZEO| CHSH 43 F7} 2tz
1.3  Stage 2040 Design

= Stage 2030 Analysis THAIQb SYsHA +=Het=z



2. PMD Result - Bugs
2.1 Bug #1

- try { Thread.sleep(2098);} catch{Interruptedexception e} {e.printStackTrace(};}

+
+ /¥ [sonarqube][Bug #1] */
+ try { Thread.sleep(3888);} catch{Interruptedexception e} {
+ e.printstackTrace();
+ Thread. curremtThread( ). interrupt();
+ }
+
Bug #2

- try { Thread.sleep(3098);} catch{Interruptedexception e} {e.printstackTrace(};}

+
+ /* [sonarqube][Bug #2] *f
+ try { Thread.sleep(3888);} catch{InterruptedException e} {
+ e.printstackTrace();
+ Thread.currentThread() . interrupt();
+ ¥
Bug #3

- while(true) {

- try {

sleep(10);

- } catch (Interruptedexception e) {

- e.printStackTrace();

}
- system.realTimeTask();
+ try {
+ while(true) {

sleep(10);

+ system.realTimeTask();

¥
- } catch (Interruptedexception e) {
+ //e.printStackTrace();
+ /* [sonarqube][Bug #3] */
+ Thread.currentThread().interrupt();
- return;



¢+ sr¢/main/java/Alarmjava > “interruptedException” should not be ignored

= Thread.interrupt)E ZEHA| re-interrupted2 &

2.2 Bug #4

: if(this.currTime.getTimeInMillis() >= this.sun[1].getTimeInMillis()){
+
+ /* [sonarqube][Bug #4] */

+ if(this.currTime.getTimeInMillis(} »= this.getsun{1)}.getTimeInMillis()){

Bug #5

. if(this.currTime.getTimeInMillis() > this.sun[8].getTimeInMillis()){

- if(this.currTime.getTimeInMillis() > this.sun[1].getTimeInMillis()){

+ /¥ [sonarqube][Bug #5] */

+ if(this.currTime.getTineInmillis() > this.getsun(e).getTimeInmillis()){
+ /¥ [sonarqube][Bug #5] */f

+ if{this.currTime.getTimeInMillis(} > this.getsun{1).getTimeInMillis()}{

*>

src/main/java/Alarm.java - Method accesses list of array with constant index

2> HiE0 ¥ 20| ot MZAHge)E OI8st=ZZ LA

=~

2.3 Bug #6
TimeThread timeThread = new TimeThread({watchsSystem);

- timeThread.run();
+ /* [sonarqube][Bug #&] */
Thread timeThread = new TimeThread(watchSystem);

+ timeThread.start();

Bug #7

- this.run();

+ /¥ [sonarqube][Bug #7] */
+ if(this.getstate() == State.MEW}
+ this.start();

¢+ src/main/java/Mainjava = “Thread.run()” should not be called directly



+

2 Thread.run()2 A& ZESHA| Y1 Thread.start() Shk= A2 CHA|

2.3  Bug #8

this.currTime = this.realTime.requestRealTime();

[* [sonarqube] [Bug #8] *f
Calendar currTime = this.realTime.requestRealTime();

Sithis.currTime = this.realTime.requestRealTime();

{this.currTime.get{Calendar.HOUR_OF_DAY)} == this.alarm[i].get{Calendar.HOUR_OF_DAY)}) &&

{this.currTime.get{Calendar.MINUTE) == this.alarm[i].get{Calendar.MINUTE)) E&&

{this.currTime.get{Calendar.SECOND) == this.alarm[i].get(Calendar.SECOND))

{currTime.get(Calendar.HOUR_OF_DAY) == this.alarm[i].get({Calendar.HOUR_OF_DAY)) &8

{currTime.get(Calendar.MINUTE) == this.alarm[i].get(Calendar.MINUTE}} &&

{currTime.get(Calendar.SECOND) == this.alarm[i].get(Calendar.SECOND}}

if{this.status == 4 && (Ehis.currTime.get(Calendar.SECOND) == this.alarm[i].get(Calendar.SECOND} + 38)) {

if{this.status == 4 & (currTime.pget(Calendar.SECOND)} == this.alarm[i].get(Calendar.SECOND) + 38)}) {

¢+ src/main/java/Alarm java > Class defineds fields that are used only as locals

> AHHSE XYL YA

public watchsystem() throws uUnsupportedaudiorFileException, IOExceptiom, LineunavailableException{

public Watchsystem{){

menu. add{new Timer(});

menu.add{new Alarm{(RealTime)menu.get(1)));

/* [sonarqube][Bug #3] */

try{

menu. add(new Timer{));

menu. add({new Alarm{{RealTime)menu.get(1)));
1
catch{Exception e} {

e.printstackTrace();

return;



+  sr¢/main/java/WatchSystem.java = Class has a circular dependency with other classes

> oY REE it A M7 OFLA2D WatchSystemt WatchGUI2
Circular DependencyE 8232 2Lt WatchSystemd| Ci$t InterfaceS

OFE O] MASBIALE, WatchGUIZt ActionListenerS interface2 82310 QHS

Tl SeiA0AM 2zt MIEo] ZaA HE ImpleSystem (WatchSystem=
5l0] THE Empty Interface)@t ActionlistenerS AFE30] MAUS AL}

SiZ0| =& RARUCE

2.5 Bug #10

¢+ src/main/java/WatchSystem. java - Constructor makes call to non-final method

> YEXoM EHAZ|= HAE= final H2E OOF SF7] WHEO| initSun()H|
L=

E final HAEZ HAS



3. PMD Result - Vulnerabilities

3.1

3.1

3.1

3.1

3.1

3.1

Vulnerabilities #1

Vulnerabilities #2

Vulnerabilities #3

Vulnerabilities #4

Vulnerabilities #5

Vulnerabilities #6

return displayModeData;

/¥ [sonargube][Vulm #1] */f

return displayModeData.clone();

return displayRealTimeData;

/¥ [sonarqube][vuln #2] */

return displayRealTimeData.clone(};

return displaysettingTimeData;

/* [sonargube][vuln #3] */

return displaysettingTimeData.clone();

return displaySwWData;

/¥ [sonarqube][Vuln #4] */

return displaysSwbata.clone{);

return displaysunDisplay;

{* [sonarqube][vuln #5] */f

return displaySunDisplay.clone{};

return displayTimerData;



e /* [sonarqube][vuln #6]

+ return displayTimerData.clone();
o HIEES ArB3tE RO|A LtEFE > Security — Method returns internal array
> cone)2 B L HiPS AR £ 4 e s =2At2e g

=2 =1

3.2 Vulnerabilities #14

system.out.println(getclass(}.getResource("").getPath()+"sounds/Alarm™+index+" .wav");

audicInputstream = AudioSystem.getaudioImputStream{new File(getClass{).getResource(""}.getPath()+"sounds/Alarm"+index+".wav"));

e.printStackTrace()};
¢+ src/main/java/Bell java

3.2 Vulnerabilities #15

this.mainFont = Font.createFont(Font.TRUETYPE_FONT, new File{WatchSystem.class.getResource("").getFath() + "DS-DIGI.TTF"));

} catch (FentFormatException ex) {

public class WatcheUI implements ActionListener {
} catch (Icexception ex) {
ex.printstackTrace();

m

.printStackTrace();

e.printstackTrace();

/* [sonargube][Vuln #15] */

/ IDE Test
try {

this.mainFont = Font.createFont(Font.TRUETYPE_FONT, new File{WatchSystem.class.getResource(™").getPath() + "DS-DIGIL.TTF")});

} catch (FontFormatException ex) {
8 @@ public class WatchaUI implememts ActionListener {
} catch (IoException ex) {

ex.printstackTrace();

+  src/main/java/WatchGUI
- Handling files is security-sensitive

> DEMM H¥e M= oY ZEE string2Z 10 IS FZ SHOFY XD
1 dAo] TS| BLCE 5Hof A gt

3.3 Minor Vulnerabilities #1



e.printstackTrace();

+ /* [sonargube][Use a logger to log this exception] */
+ Logger logger = Logger.getlLogger(Bell.class.getiame());
+ logger.log(Level.ALL, "[Bell] Exception", e};

+ Thread.currentThread() . interrupt();

¢+ src/main/java/Alarm java
¢+ src/main/java/Bell java
¢+ src/main/java/WatchGUI java
¢+ src/main/java/WatchSystem java
> Use a logger to log this exception

2 eprintStackTrace()Z Logger ClassS A2310] LogE Z2dtA g

3.3  Minor Vulnerabilities #2

- public ArrayList<String> getNewMode(} { return newMode; }

- public void setMewMode(ArrayList<String> newMode) { this.newsode = newMode; }
- public void setOldMode(ArraylList oldsode) { this.prevModeobject = oldMode; }
- public ArrayList getPrevModeobject{)}{ return this.prevwModeObject; }

/* [sonargube][Return a copy of] */

public ArrayList<String> getMewMode() { return (ArrayList)newsode.clone(); }

/* [sonarqube][Return a copy of] */

public wvoid setNewMode(ArrayList<String> newmode) { this.newMode = (ArrayList)newsode.clone(); }

/* [sonarqube][Store a copy of] */

S/fpublic void setOldMmode(ArrayList oldvode) { this.prevModeobject = (ArrayList)eldMmeode.clone{); 3

/* [sonarqube][Store a copy of] =/

public ArrayList getPrevModeobject()}{ return (ArrayList)this.prevModeobject.clone(}; }
¢+ src/main/java/ModeSetting.java
¢+ src/main/java/WatchSystem.java

>  Store copy of "newMode”, Return a copy of “newMode”

mjo
rt
8

> done()= S UE BIES AMEAZL 8 5= Q=T FA=



3.3  Minor Vulnerabilities #3

- public JTextField[] showDate = new JTextFleld[]{new JTextField(}, new JTextField(}, new JTextField{}};

+ private JTextField[] showDate = new JTextField[]{mew JITextField(}, new ITextrField()}, mew JITextrield(}};

¢+ sr¢/main/java/Main java
¢+ src/main/java/WatchGUI java

- public -> private

2 public® private2 HZs}0] 32

3.4 Before & After

+ Before
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¢ After
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4. Findbugs Result

4.1 Code Smell #1

+  Return value: call by reference

src/main/java/Alarm java

return displayalarmData;
/* [sonargube][Alarm.showAlarm{} may expose internal representation by returning displayalarmData] */

return displayalarmbata.clone();
src/main/java/ModeSetting.java

return displaysettingTimeData;

[* [sonarqube][vuln #3] */

return displaysettingTimeData.clone();

src/main/java/RealTime java

return displayRealTimeData;

/¥ [sonarqube][Vuln #2] */

return displayRealTimeData.clone();

src/main/java/Stopwatch.java

return displaySwWData;

/¥ [sonarqube][vuln #4] */f
return displaySwpata.clone();
src/main/java/Sun.java

return displaySunDisplay;
/¥ [sonarqube][vuln #5] */

return displaysunDisplay.clone();

src/main/java/Timerjava

return displayTimerData;

S* [sonargube][vuln #5] */f

return displayTimerData.clone();

src/main/java/WorldTime. java



return displayWTData;

return displayWTData.cloned};

4.1 Code Smell #2

+  Storing externally mutable object

src/main/java/Alarm java
public woid setReservated(Calendar[] reservated) { this.reservedalarm = reservated; }

/* [somargube] [Alarm.setReservated({Calendar[]) may expose internal representaticn by storing an externally mutable cbject into reservedalarm] */

public woid setReservated{Calendar[] reservated) { this.reservedalarm = reservated.clone(); }

4.1 Code Smell #3

+  Default case missing

src/main/java/Alarm java

switch (currsection) {
case ©: displayAlarmbata[3] = ""; break;
case 1: displayalarmbdata[e] = ""; break;

»31 @ public class Alarm {

case 3: displayAlarmbata[l] = ""; break;
case 4: displayalarmData[e] = " “; break;
case 5: displayalarmData[4] = ""; break;

default: break;



4.2 Before & After

+ Before
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Overview lssues Measures Code

Quality Gate
Bugs Vulnerabilities

& Bugs

Code Smells

1@

Debt

Coverage

Duplications

1.6%

Duplications

¢+ After

Quiality Gate

Bugs Vulnerabilities

& Bugs

Code Smells
1h®

Debt

Coverage

Duplications

1.5%

Duplications

Activity

00

6 Vulnerabilities

14

® Code Smells

0.0%

Coverage

6

Duplicated Blocks

0@

B Vulnerabilities

2

& code smells

0.0%

Coverage

6

Duplicated Blocks

Leak Pericd: since previous version
started 4 days ago

0@ 09

& New Bugs & New Vulnerabilities

10d@ 14

New Debt & New Code Smells

Coverage on New Code

Duplications on New Code

Leak Period: since previous version
started 6 days ago

0® 0®

# New Bugs 8 New Vulnerabilities

1h® p)

New Debt & New Code Smells

Coverage on New Code

Duplications on New Code



5. Closing

5.1

.

Software Testing Team Cooperation
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[T4][Findbugs][PMD]5tatic_analysis_Report.pdf - Adobe Acrobat Reader DC
oaE BHEG BN 2w EESEH
= =3

[T4][Findbugs][PM... *

B X Q @ 1/ A MO @ wm - av?

[T4] Static Analysis report
Findbugs Result

» Code Smell : 147} 28

Code Smell <1>
o ZH 2 X
B Alarm.showAlarm
e =X Usg
®  return value, 7HAl 2t ChEE EZE BrEkStCL (Call by reference 2A)

-retu rn_displayAlarmData;

Alarm.showAlarm({) may exp internal rep ion by returning 32 minutes ago + L321 %
displayAlarmData
& Code Smell* @ Info + O Open = Not assigned + 30min effort Comment

o iz TH

B R g CIESiE 2 EH0| TEEHC2 MR QUME =Alzg v
0] § Lt

® Findbugs’s solution

Returning a reference to a mutable object value stored in one of the object’s fields exposes the

malicious-code ¥

internal representation of the object. If instances are accessed by untrusted code, and unchecked

changes to the mutable object would compromise security or other important properties, you will

need to do something different. Returning a new copy of the object is better approach in many
situations.
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5.2 Class Review
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